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Federated Identity and Attribute Sharing 
Carlton Trail College may use federated identity services to allow eligible users to access 
approved College or partner services using their College account. Federated identity helps 
confirm that a person is an active and authorized user without requiring a separate 
username and password for each participating service. 

When federated identity is used, the College may share limited identity information, also 
known as attribute information, with an approved service provider or trusted identity 
partner. This information may include details such as name, College email address, 
username or login identifier, role or affiliation, department, or other information required to 
support approved access-control and service-delivery purposes, including authentication, 
authorization, service access, auditing, security monitoring, troubleshooting, and 
operational support. 

The College limits attribute sharing to the information reasonably required for the approved 
service. Identity information is sourced from approved College systems or documented 
identity records and is protected using appropriate privacy, security, access control, 
monitoring, and records management practices. 

The College does not release federated identity attributes for unrelated purposes and 
expects participating services to request, use, retain, and disclose only the minimum 
information required for the approved service. 

Where the College receives identity information from another trusted organization or 
identity provider, the College uses that information only for the approved service purpose 
and protects it according to College privacy, security, and records management 
requirements. 

Questions about the privacy, use, or disclosure of federated identity and attribute 
information may be directed to the College’s designated Privacy Officer. 

Privacy Officer,  
Carlton Trail College 
611 – 17th Street, PO Box 720 
Humboldt, SK S0K 2A0 
privacy@carltontrailcollege.com 
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